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1.1 Overview 

WISE-6610-XB Serial is an Industrial Internet of Things (IIoT) LoRaWAN Gateway designed for 

industrial automation and data collection applications. It offers various connectivity options and 

features for monitoring, control, and data collection in industrial environments. 

The WISE-6610-XB series offers reliable LoRaWAN transmission services, supporting all LoRaWAN 

Nodes. It also provides compatibility with cloud services such as Actility ThinkPark Enterprise, AWS 

IoT Core and The Things Network. 

 

1.2 Device Features 

 WISE-6610-XB comes with an industrial-grade design, including a durable enclosure and the 

ability to withstand various harsh environmental conditions. 

 WISE-6610-XB is specifically designed for LoRaWAN connectivity, enabling long-range, low-

power IoT communication suitable for applications in various domains, such as smart cities, 

agriculture, and industrial automation. 

 It supports remote monitoring and management, allowing users to access the device from 

remote locations, view real-time data, and perform remote management tasks. 

 Supports wide temperature range: -40 ~ 70°C 

 Support Advantech LoRaWAN Service 

 Supports GRE, OpenVPN secured tunnel 
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1.3 Specifications 

The WISE-6610v2 is the next generation of Industrial LoRaWAN Gateway. It has high-performance that 

offers reliable connectivity for industrial environments. It supports the LoRaWAN protocol for building 

LoRaWAN private and public networks, as well as various industrial protocols including Modbus, OPCUA, 

Backnet/IP, MQTT, etc. The hardware and software flexibility of the WISE-6610 provides rich features for 

edge intelligence systems, and also supports VPN tunneling with various protocols ensures safe 

communications. The WISE-6610 also runs a embedded LoRaWAN network server (LNS) that can decode 

the LoRaWAN data directly in our device. 

1.3.1 Dimensions (mm) 
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1.3.2 Specifications 
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Chapter    2 

Web Interface 
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2.1 Login 

When the device is first installed, the default IP is 192.168.1.1. You will need to make sure your 

network environment supports the device setup before connecting it to the network. 

1. Launch your web browser on a computer. 

2. In the browser’s address bar type in the device’s default IP address (192.168.1.1). The login 

screen displays.  

3. Enter the default user name and password (admin/admin) to log into the management 

interface. You can change the default password after you have successfully logged in.  

4. Click Login to enter the management interface. 

 

Figure 2.1 Login Screen 

2.1.1 Changing Default Password 

1. Navigate to System Management > Password Manager. The HTTP configuration page displays.  

2. Enter the username of the profile to change (currently logged in user displays), then enter the 

new password under the Password field.  

3. Re-type the same password in the Confirm Password field.  

4. Click Submit to change the current account settings. 
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Figure 2.2 Management > Password Manager 

2.2 Overview 

To access this page, click Overview. 

 

Figure 2.3 Overview 

If device has LTE module, also see the Cellular Status 
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Figure 2.4 Cellular Status 

 

Figure 2.5 Cellular Status 

The following table describes the items in the previous figure 

Item Description 

System Info   

Firmware Version Displays the current firmware version of the device 

LoRaWAN Service 

Version 

Displays the current version of Advantech LoRaWAN Service 

SX1302 Chip Version  Displays the current firmware version of the SX1302 LoRaWAN Module 

Serial Number Displays the serial number of the device 

Local Hostname Displays the current local hostname of the device. 

System Up Time Displays the time since the last device reboot 

Model Name Displays the model name of the device. 

LAN Interface  

LAN Status  Local IP Address: Displays the assigned IP address of the LAN 

interface.  

 Local Netmask: Displays the assigned netmask of the LAN 

interface.   

 Gateway: Displays the assigned gateway for the LAN interface.  

 DNS Server: Displays the IP address of the  
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 RX: Displays the receiving volume of data in bytes.  

 TX: Displays the transmission volume of data in bytes.  

  MAC Address: Displays the MAC address of the device 

WAN Interface  

WAN Status  Local IP Address: Displays the assigned IP address of the LAN 

interface.  

 Local Netmask: Displays the assigned netmask of the LAN 

interface.   

 Gateway: Displays the assigned gateway for the LAN interface.  

 DNS Server: Displays the IP address of the  

 RX: Displays the receiving volume of data in bytes.  

 TX: Displays the transmission volume of data in bytes.  

 MAC Address: Displays the MAC address of the device 

Cellular Status  Type: Displays the LTE type.  

 Current SIM: Displays the status of the SIM slot.  

 Network Provider: Displays the name of the provider of the LTE 

carrier.  

 Signal Level: Displays the signal level in dBm.  

 Internet Status: Displays the status of the Internet connection.  

 IP Address: Displays the IP address of the current connection. 

 Netmask: Displays the netmask of the current connection. 

 Default Gateway: Displays the gateway of the current connection. 

 Connection Time: Displays the uptime of the connection. 

DHCP Leases  

Active Leases Displays the active DHCP leases. 

System Status  

Storage Utilization Displays the total storage utilization in terms of percentage. 

Memory Utilization Displays the total memory utilization in terms of percentage. 

CPU Utilization Displays the total CPU utilization in terms of percentage. 

 

2.3 Interface 

2.3.1 LAN 

To access this page, click Interface > LAN. 
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Figure 2.6 Interface > LAN 

The following table describes the items in the previous figure. 

Item Description 

LAN Interface Setup   

Local Hostname Enter the device name: up to 31 alphanumeric characters. 

Domain Name Enter the name to be assigned for the interface domain. 

Protocol Click the drop-down menu to assign the type of protocol to the interface: 

DHCP Client or Static 

IP Address Static Protocol Only:  

Enter a value to specify the IP address of the interface. The default is 
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192.168.1.1. 

Subnet Mask Static Protocol Only: 

Enter a value to specify the IP subnet mask for the interface. The default 

is 255.255.255.0. 

DHCP Server  

DHCP Server Click to enable or disable the DHCP server function. 

Start IP Address  Enter the starting IP address of the DHCP pool. 

Pool Size Enter the value to define the number of allowed DHCP leases. 

Lease Time Enter the lease time duration in Days (0-365), Hours, (0-23), Minutes (0-

59), and Seconds (0-59). 

Static DNS 1 Enter the IP address of the primary DNS 

Static DNS 2 Enter the IP address of the secondary DNS. 

Static Hosts  

IP Address IP Address of this static host 

Identified by Identified name of this static host 

Delete Delete button of this static host 

Submit Click Submit to save the values and update the screen. 

 

Note! All new configurations will take effect after rebooting. To reboot the device, click System 

Management > Reboot Device. 

2.3.2 ETHWAN 

To access this page, click Interface > ETHWAN. 

 

Figure 2.7 Interface > ETHWAN 
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The following table describes the items in the previous figure. 

Item Description 

Ethernet WAN Click the drop-down menu to select the WAN interface: Disable or ETH 0. 

Protocol Click the drop-down menu to assign the type of protocol to the 

ETHWAN: DHCP Client , Static , PPPoE , PPTP or L2TP. 

IP Address Static , PPTP or L2TP:  

Enter a value to specify the IP address of the interface 

Subnet Mask Static , PPTP or L2TP:  

Enter a value to specify the IP subnet mask for the interface 

Default Gateway Static , PPTP or L2TP:  

Enter a value to specify the default gateway for the interface. 

DNS Server 1 Static Protocol Only:  

Enter a value to specify the primary DNS server for the interface. 

DNS Server 2  Static Protocol Only:  

Enter a value to specify the secondary DNS server for the interface. 

Server IP Address PPTP or L2TP: 

Enter PPTP or L2TP server IP address. 

Username PPPoE , PPTP or L2TP: 

Enter username for this session. 

Password PPPoE , PPTP or L2TP: 

Enter password for this session. 

Service PPPoE Only: 

Specifies the Service Name to connect to, If unset, pppd uses the first 

discovered one 

MTU PPPoE Only: 

MTU on this PPPoE session 

Keep Alive PPPoE Only: 

Number of connection failures before reconnect 

 

2.3.2 Cellular 

2.3.2.1 Basic 

 

To access this page, click Interface > Cellular->Basic. 
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Figure 2.8 Interface > Cellular->Basic. 

 

The following table describes the items in the previous figure. 

Item Description 

Initial State Click to define the state of the service. Setting: Online or Offline. 

Default SIM Click the drop-down menu to select the default SIM slot. Setting: SIM 1 

or SIM 2. 

Switch to other Click to enable or disable the switch function. The function selects the 

secondary SIM option in the event of a failed primary card. 

Ping IP Address Enter the IP address to initiate a ping test to determine the SIM 

connectivity state. 

Ping Interval Enter a variable to determine the frequency between ping functions. 

Settings: 3 - 36000 

Submit Click Submit to save the values and update the screen. 

 

2.3.2.2 SIM1 

APN Configuration 

To access this page, click Interface > Cellular > SIM 1 
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Figure 2.9 Interface > Cellular->SIM1. 

 

The following table describes the items in the previous figure. 

Item Description 

APN Configuration  

APN Enter the access point name setting to setup a connection between the 

carrier’s cellular network and the public network. 

PIN Enter the variable of the current PIN code. Variable: 0000 to 9999 

PIN State Displays the state of the current PIN. 

PAP / CHAP Username Enter the string of the authentication protocol. 

PAP / CHAP Password Enter the password bound to the define protocol username. 

 

SIM Card Utilities 

To access this page, click Interface > Cellular > SIM 1 
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Figure 2.10 Interface > Cellular->SIM1. 

The following table describes the items in the previous figure. 

Item Description 

Unlock SIM Card  

SIM PUK Enter the variable to define the personal unlock key. Variable: 00000000 

to 99999999. 

New SIM PIN Enter the variable to create a PIN for the SIM after a successful unlock. 

Submit Click Submit to save the values and update the screen. 

PIN Protection  

Enable PIN Protection Click to enable or disable the PIN protection function. 

Current PIN Enter the current PIN of the SIM card. 

Submit Click Submit to save the values and update the screen. 

Change PIN Code  

Current PIN Enter the variable to define the current PIN code. Variable: 0000 to 9999. 

New PIN Enter the variable to define a new PIN code. Variable: 0000 to 9999. 

Confirm New PIN Enter the variable to confirm the New Pin entry. Variable: 0000 to 9999. 

Submit Click Submit to save the values and update the screen. 
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2.3.2.3 SIM2 

For further information regarding configuration of SIM 2 see “SIM 1” on page 14. 

 

2.4 LoRaWAN 

2.4.1 Advantech LoRaWAN Service 

To access this page, click LoRaWAN > Advantech LoRaWAN Service. 

 
Figure 2.11 LoRaWAN > Advantech LoRaWAN Service. 

 

The following table describes the items in the previous figure. 

Item Description 

Open Service Web Direct to Advantech LoRaWAN Network Server 

Advantech LoRaWAN 

Service 

Click to enable or disable the LoRaWAN Network Server function. 

LorRaWAN Serivce 

Remote Access 

Click to enable or disable the LoRaWAN Network Server access from 

WAN side. 

Modbus Remote 

Access 

Click to enable or disable the Advantech Application Modbus service 

access from WAN side. 

Clean Service Config Reset Advantech LoRaWAN Service configuration. 

Submit Click Submit to save the values and update the screen. 
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2.4.2 BasicStation 

2.4.2.1 Setting 

To access this page, click LoRaWAN > BasicStation > Setting. 

 

Figure 2.12 LoRaWAN > BasicStation > Setting 

 

The following table describes the items in the previous figure. 

Item Description 

BasicStation Click to enable or disable the BasicStation function. 

LoRaWAN Gateway 

EUI 

EUI of SX1302 chip on this WISE-6610v2 

Server IP Address  Enter server IP address or URL 

Port Enter server port 

Back-end Protocol  Click the drop-down menu to assign the type of protocol to the 

BasicStation: LoRaWAN Network Server(LNS) or Configuration and 

Update Service(CUPS). 

Authentication Mode Click the drop-down menu to assign the type of authentication mode to 

the BasicStation: No Authentication , Turst Server CA Only , Server and 

Client Authentication or Server and Client Token 

Trusted Server CA Upload server trust file 

Client CA Upload client certificate file 

Private Key Upload private key file 

Submit Click Submit to save the values and update the screen. 
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2.5 Networking 

2.5.1 Static Route 

A static route provide fixed routing path through the network. It is manually configured on the 

router and must be updated if the network topology was changed recently. Static routes are private 

routers unless they are redistributed by a routing protocol.  

To access this page, click Networking > Static Route. 

 
Figure 2.13 Networking > Static Route 

The following table describes the items in the previous figure. 

Item Description 

Target IP Address Enter an IP address (static route) for this static route. 

Netmask Enter a netmask setting (static route) for this static route. 

Gateway Enter a gateway setting (static route) for this static route. 

Interface Enter an interface for this static route, options: LAN, WAN, or Cellular 

Metric Enter the administrative distance (default: 1) used by the ap to choose 

the best path for two or more routes to the same destination. 

MTU Enter the maximum transmission value for the data packets if applicable. 

Delete Click Delete to remove the route from the available list 

Add Click Add to include the route in the static routing policy 

Submit Click Submit to save the values and update the screen. 

 

2.5.2 Forwarding 

2.5.2.1 Port Forwarding 

Port forwarding, also known as port mapping, allows for the application of network addresses (NAT) 

the redirection of a communication request from an address and port to a specified address while 

the packets traverse the firewall. The function are designed for networks hosting a specific server, 

such as a web server or mail server, on the private local network and behind the NAT firewall. 
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To access this page, click Networking > Forwarding > Port Forwarding. 

To access this page, click Networking > Forwarding > Port Forwarding. 

 

Figure 2.14 Networking > Forwarding > Port Forwarding. 

The following table describes the items in the previous figure. 

Item Description 

Enabled Select to enable the defined port forwarding entry 

Name Enter a text string to identify the port forwarding entry 

Start Port Enter the value of the starting port for this entry. 

End Port Enter the value of the ending port for this entry 

Local IP Enter the IP address defining the static address of the local IP. 

Local Port Enter the value defining the local port. 

Protocol Click the drop-down menu to select the protocol setting, options: TCP, 

UDP, Both. 

Delete Click Delete to remove the selected entry from the port forwarding 

policy. 

Add Click Add to include the entry in the port forwarding policy. 

Submit Click Submit to save the values and update the screen. 

2.5.2.2 DMZ 

A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to 

its local private network. Typically, the DMZ host contains devices accessible to the Internet traffic, 

such as Web (HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers.  

To access this page, click Networking > Forwarding > DMZ 

 

Figure 2.14 Networking > Forwarding > DMZ. 

The following table describes the items in the previous figure. 
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Item Description 

DMZ Click the radio button to enable or disable the DMZ function. 

IP Address Enter the IP address to designate a static IP address as the DMZ target. 

Submit Click Submit to save the values and update the screen. 

 

2.5.3 Security 

2.5.3.1 Filter 

The firewall is a system or group of systems that enforce an access control policy between two 

networks. It may also be defined as a mechanism used to protect a trusted network from an un-

trusted network. The device has capabilities of Source IP Filtering, Destination IP Filtering, Source 

Port Filtering, Destination Port Filtering, Port Forwarding as well as DMZ. Source IP Filtering: The 

source IP filtering gives users the ability to restrict certain types of data packets from users local 

network to Internet through the device. Use of such filters can be helpful in securing or restricting 

users local network.  

To access this page, click Networking > Security > Filter. 

 

Figure 2.15 Networking > Security > Filter. 

The following table describes the items in the previous figure. 

Item Description 

Filter Click the radio button to enable or disable the Filter policy 

Enabled Select to enable the defined filter entry. 

Direction Click the drop-down menu to select the direction of the data packet 

taffic for the entry: LAN to WAN, WAN to LAN. 

Source IP Enter the IP address of the sender address. 

Destination IP Enter the IP address of the destination address. 

Protocol Click the drop-down menu to select the protocol type for the entry: TCP, 

UDP, ICMP. 

Source port Enter the port number of the sender IP address 

Destination port Enter the port number of the destination IP address. 

Delete Click Delete to remove the entry from the Filter policy. 

Add Click Add to include the entry in the Filter policy 

Submit Click Submit to save the values and update the policy. 
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2.5.3.1 VPN Passthrough 

VPN pass-through is a function of the router, which provides outbound VPN function. VPN pass-

through does not provide inbound VPN function. You can enable VPN passthrough without the need 

to open any ports, and it will run automatically 

To access this page, click Networking > Security > VPN Passthrough 

 

Figure 2.16 Networking > Security > VPN Passthrough. 

The following table describes the items in the previous figure. 

Item Description 

PPTP Passthrough Click the radio button to enable or disable PPTP packets to pass through. 

L2TP Passthrough Click the radio button to enable or disable L2TP packets to pass through. 

IPSec Passthrough  Click the radio button to enable or disable IPSEC packets to pass through. 

Submit Click Submit to save the values and update the policy 

 

2.5.4 OpenVPN 

2.5.4.1 Tunnel 1 

VPN pass-through is a function of the router, which provides outbound VPN function. VPN pass-

through does not provide inbound VPN function. You can enable VPN passthrough without the need 

to open any ports, and it will run automatically. 

To access this page, click Networking > OpenVPN > Tunnel 1 



WISE-6610-XB Series User Manual 23  

 

Figure 2.17 Networking > OpenVPN > Tunnel 1. 

The following table describes the items in the previous figure. 

Item Description 

Status Displays the current status of the OpenVPN 

Tunnel 1 Click to enable or disable the tunnel. 

Protocol Click to define the protocol for the tunnel. Settings: UDP, TCP Server, or 

TCP Client. 

Port Enter the variable to define the tunnel port. 

Remote IP Address Enter the IP address of the remote endpoint. 

Remote Subnet Enter the subnet address of the remote endpoint. 

Remote Subnet Mask Enter the remote subnet mask of the remote endpoint. 

Server Network If Authenticate mode is selected under Server Mode, you need to assign 

a server IP address. 

Server Netmask If Authenticate mode is selected under Server Mode, you need to assign 
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a server network mask. 

Redirect Gateway Adds (rewrites) the default gateway. All packets are then sent to this 

gateway via tunnel, if there is no other specified default gateway inside 

them. 

Local Interface IP 

Address 

Specifies the IPv4 address of a local interface 

Remote Interface IP 

Address 

Specifies the IPv4 address of the interface of opposite side of the tunnel. 

Ping Interval Enter the variable to define the frequency of the ping activity. Variable: 1 

to 86400. 

Ping Timeout Enter the variable to define the timeout period for a failed ping. 

Renegotiate Interval Enter the variable to define the period of time before initiating a 

renegotiation. Variable: 0 to 86400. 

Max Fragment Size Maximum size of a sent packet. 

Compression Click the drop-down menu to select the type of compression. Setting: 

None or LZO. 

NAT Rules Applied Activates/deactivates the NAT rules for the OpenVPN tunnel. 

Authenticate Mode Click the drop-down menu to select the authentication mode: Setting: 

None, Server Mode, Secret, Password, TLS MClient, TLS Server, TCL 

Client. 

Pre-Shared Secret Click Choose File to browse and select a file containing the preshared 

secret. 

CA Certificate Click Choose File to browse and select a certificate. 

DH Parameters Click Choose File to browse and select a file containing key exchange 

protocol. 

Local Certificate Click Choose File to browse and select a file containing the local 

certificate. 

Local Private Key Click Choose File to browse and select a file containing a designated 

private key. 

Username Enter the string to define a user name. 

Password Enter a string to bind to the defined user name 

Extra Options Specifies additional parameters for the OpenVPN tunnel, such as DHCP 

options. The parameters are proceeded by two dashes. 

Submit Click Submit to save the values and update the policy. 

 

2.5.4.2 Tunnel 2 

For further information regarding the configuration of the OpenVPN Tunnel function see “Tunnel 1” 

on page 22. 
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2.5.4.3 Tunnel 3 

For further information regarding the configuration of the OpenVPN Tunnel function see “Tunnel 1” 

on page 22. 

 

2.5.4.4 Tunnel 4 

For further information regarding the configuration of the OpenVPN Tunnel function see “Tunnel 1” 

on page 22. 

 

2.5.5 GRE 

The Generic Routing Encapsulation (GRE) protocol encapsulates data packets one routing protocol 

inside the packet of another protocol. GRE enables the support of protocols not normally supported 

by a network. 

2.5.5.1 Tunnel 1 

To access this page, click Networking > GRE> Tunnel 1. 

 

Figure 2.18 Networking > GRE > Tunnel 1. 

The following table describes the items in the previous figure. 

Item Description 
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GRE Click to enable or disable the GRE function. 

Description Enter a string to describe the tunnel entry 

Remote IP Address Enter the IP address of the remote network to establish the tunnel with 

the device. 

Remote Subnet Enter the subnet of the assigned remote IP address endpoint. 

Remote Subnet Mask Enter the subnet mask of the assigned remote IP address endpoint. 

Local Interface IP 

Address 

Enter the IP address of the local IP address to designate as the tunnel 

endpoint. 

Remote Interface IP 

Address 

Enter the IP address of the remote IP address to designate as the tunnel 

endpoint. 

Multicasts Click to enable or disable the multicast function. 

Pre-Shared Key Enter a value to define the security key. Value: 1 to 4294967295. 

Submit Click Submit to save the values and update the screen. 

 

2.5.5.2 Tunnel 2 

For further information regarding the configuration of the GRE Tunnel function see “Tunnel 1” on 

page25. 

 

2.5.5.3 Tunnel 3 

For further information regarding the configuration of the GRE Tunnel function see “Tunnel 1” on 

page 25. 

 

2.5.5.4 Tunnel 4 

For further information regarding the configuration of the GRE Tunnel function see “Tunnel 1” on 

page 25. 

 

2.5.6 QoS Settings 

2.5.6.1 QoS Settings 

To access this page, click Networking > QoS Settings> QoS Settings 
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Figure 2.19 Networking > QoS Settings> QoS Settings. 

The following table describes the items in the previous figure. 

Item Description 

QoS Click the radio button to enable or disable the QoS policy on the selected 

interface. 

Download Speed 

(kbit/s) 

Enter the value (kbit/s) to define the download speed of the policy: 1024 

to 102400, default: 85000). 

Upload Speed (kbit/s) Enter the value (kbit/s) to define the upload speed of the policy: 1024 to 

102400, default: 10000). 

Submit Click Submit to save the values and update the screen. 

 

2.5.6.2 QoS IP Base Rules 

To access this page, click Networking > QoS Settings> QoS IP Base Rules. 

 

Figure 2.20 Networking > QoS Settings> QoS IP Base Rules. 

The following table describes the items in the previous figure. 

Item Description 

Field Click the drop-down menu to classify the traffic type for the rule. 

IP Address Enter the IP address to bind to the rule. 

Priority Click the drop-down menu to set the priority for the rule. Value: Low, 

Normal, Medium, or High. 

Delete Click Delete to remove the selected rule. 

Add Click Add to include the selected rule. 

Submit Click Submit to save the values and update the screen. 

 



WISE-6610-XB Series User Manual 28  

2.5.6.3 QoS Protocol Base Rules 

To access this page, click Networking > QoS Settings> QoS Protocol Base Rules. 

 
Figure 2.21 Networking > QoS Settings> QoS Protocol Base Rules. 

The following table describes the items in the previous figure. 

Item Description 

Protocol Click the drop-down menu to select the protocol type. Value: UDP, TCP. 

Source Port Enter the port value for the source endpoint. 

Destination Port Enter the port value for the destination endpoint. 

Priority Click the drop-down menu to set the priority for the rule. Value: Low, 

Normal, Medium, or High. 

Delete Click Delete to remove the selected rule. 

Add Click Add to include the selected rule. 

Submit Click Submit to save the values and update the screen. 

 

2.5.7 VRRP 

VRRP is an abbreviation for "Virtual Router Redundancy Protocol", the primary goal of VRRP is to 

ensure high network availability. If the active router fails or becomes unavailable, VRRP 

automatically switches over to a standby router to ensure uninterrupted network connectivity. This 

is achieved by sharing a virtual IP address and virtual MAC address, making it appear as if there is 

only one router to external devices during the switchover.  

To access this page, click Networking > VRRP 
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Figure 2.21 Networking > VRRP. 

The following table describes the items in the previous figure. 

Item Description 

VRRP Click the radio button to enable or disable the VRRP 

Protocol Version Click the drop-down menu to set version for VRRP. Value VRRPv2 or 

VRRPv3 

Virtual Server IP 

Address 

Enter the IP address of the virtual server IP to establish the VRRP with 

the device. 

Virtual Server ID Enter the Virtual Server ID for VRRP . Value 1-255 

Host Priority  Enter the Host Priority for VRRP . Value 1-255 

 

2.5.8 IPSEC VPN 

An IPsec (Internet Protocol Security) VPN is a network protocol and technology used to establish 

secure, encrypted Virtual Private Networks (VPNs). Its primary purpose is to protect data 

transmitted over the Internet or public networks through encryption and authentication 

mechanisms. 

2.5.8.1 Tunnel 1 

To access this page, click Networking > IPSEC VPN > Tunnel 1 
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Figure 2.22 Networking > IPSEC VPN > Tunnel 1 

The following table describes the items in the previous figure. 

Item Description 

Tunnel 1 Click to enable or disable the tunnel. 

Description  

Host IP Mode   

Remote IP Address  

Tunnel IP Mode  

Remote ID  

Remote Subnet  

Remote Subnet Mask  

Protocol/Port  

Local ID  

Local Subnet  

Local Subnet Mask  

Local Protocol/Port  

Encapsulation Mode  

Force NAT Traversal  

IKE Protocol  
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IKE Mode  

IKE Algorithm  

IKE Encryption  

IKE Hash  

IKE DH Group  

IKE Reauthentication  

XAUTH Enabled  

XAUTH Mode  

XAUTH Username  

XAUTH Password  

ESP Algorithm  

ESP Encryption  

ESP Hash  

PFS  

PFS DH Group  

Key Lifetime  

IKE Lifetime  

Rekey Margin  

Rekey Fuzz  

DPD Delay  

DPD Timeout  

Authenticate Mode  

Pre-shared Key  

CA Certificate Click Choose File to browse and select a certificate. 

Remote Certificate / 

PubKey 

Click Choose File to browse and select a file containing the remote 

certificate. 

Local Certificate / 

PubKey 

Click Choose File to browse and select a file containing the local 

certificate. 

Local Private Key Click Choose File to browse and select a file containing a designated 

private key. 

Local Passphrase  

Debug  

2.5.8.2 Tunnel 2 

For further information regarding the configuration of the IPSEC VPN Tunnel function see “Tunnel 1” 

on page 29. 

2.5.8.3 Tunnel 3 

For further information regarding the configuration of the IPSEC VPN Tunnel function see “Tunnel 1” 
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on page 29. 

2.5.8.4 Tunnel 4 

For further information regarding the configuration of the IPSEC VPN Tunnel function see “Tunnel 1” 

on page 29. 

 

2.6 System Management 

2.6.1 Password Manager 

To access this page, click System Management > Password Manage 

 

Figure 2.23 System Management > Password Manage 

The following table describes the items in the previous figure. 

Item Description 

Password Manager  

Username Displays the current user name. 

Password  Enter the character set for the define password type. 

Confirm Password Retype the password entry to confirm the profile password. 

Submit Click Submit to save the values and update the screen 

 

2.6.2 Syslog 

Users can enable the syslog function to record log events or messages locally or on a remote syslog 

server.  

To access this page, click System Management > Syslog. 
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Figure 2.23 System Management > Syslog 

The following table describes the items in the previous figure. 

Item Description 

Download Click Download to download the log file. 

Auto Scroll Click the checkbox to enable the Auto Scroll function. 

 

2.6.3 NTP/Time 

To access this page, click System Management > NTP/Time 
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Figure 2.23 System Management > NTP/Time 

The following table describes the items in the previous figure. 

Item Description 

System Time Displays the system date and time. 

NTP Client  

NTP Service Click to enable or disable the NTP Service , include NTP Server. 

Manual Time Set the system date and time. 

Time Zone Click the drop-down menu to select a system time zone. 

NTP Server Enter the address of the NTP server. 

NTP Server  

NTP Server Click to enable or disable the NTP Server. 

Daylight Saving Time  

Daylight Saving Time Click to enable or disable the Daylight Saving Time. 

 

2.6.4 SNMP 

To access this page, click System Management > SNMP 

 

Figure 2.24 System Management > SNMP 
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The following table describes the items in the previous figure. 

Item Description 

SNMP System 

Settings 

 

SNMP Click to enable or disable the SNMP Service. 

Contact Enter the string to define the sysContact for SNMP. The default is 

Advantech@advantech.com.tw. 

Name Enter the string to define the sysName for SNMP. The default is 

Advantech. 

Location Enter the string to define the sysLocation for SNMP. The default is tw. 

SNMP Daemon 

Settings 

 

Version Click the drop-down menu to select the version for SNMP Service: V1, V2 

or V3 . 

Server Port Enter the port address of the SNMP server 

Read Community Enter the string to define the Read Community for SNMP. The default is 

public. 

Write Community Enter the string to define the Write Community for SNMP. The default is 

private. 

SNMP Trap Settings  

Version Click the drop-down menu to select the version for SNMP trap: V1 or V2 . 

Trap Server IP Enter the IP address of the SNMP Trap server 

Trap Server Port Enter the port address of the SNMP Trap server. 

Trap Community Enter the string to define the Trap Community for SNMP Trap. The 

default is public. 

 

2.6.5 Network Access 

To access this page, click System Management > Network Access 
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Figure 2.25 System Management > Network Access 

The following table describes the items in the previous figure. 

Item Description 

HTTP  

Redirect HTTP 

Requests to HTTPS 

Click to enable or disable the redirect to HTTP function 

HTTPS Port Enter the port number for the assigned remote HTTPS address. 

HTTP Port Enter the port number for the assigned remote HTTP address 

SSH  

SSH Click to enable or disable the SSH function. 

Telnet  

Telnet Click to enable or disable the Telnet function. 

Submit Click Submit to save the values and update the screen. 

 

2.6.6 Configuration Manager 

To access this page, click System Management > Configuration Manager. 
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Figure 2.26 System Management > Configuration Manager. 

The following table describes the items in the previous figure. 

Item Description 

Backup  

Download 

Configuration 

Click Backup to backup the device settings 

Restore  

Choose File Click Choose File to select the configuration file 

Upload Archive Click Upload Archive to restore the configuration to the device. 

2.6.7 Firmware Upgrade 

To access this page, click System Management > Firmware Upgrade. 

 

Figure 2.27 System Management > Firmware Upgrade. 

The following table describes the items in the previous figure. 

Item Description 

Upgrade Manager Click Choose File to select the configuration file 

Upload Click Upload to upload to the current version. 

 

 

2.6.8 Reset System 

To access this page, click System Management > Reset System. 
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Figure 2.28 System Management > Reset System. 

The following table describes the items in the previous figure. 

Item Description 

Reset to Defaults Click Reset of Reset to Defaults to have all configuration parameters 

reset to their factory default values. All changes that have been made 

will be lost, even if you have issued a save. 

Factory Reset "Click 'Reset to Factory' to reset all configuration parameters, including 

LoRaWAN Service configuration, node-red, and IPK Management, to 

their factory default values. All changes that have been made will be lost, 

even if you have saved them." 

 

 

2.6.9 Reboot Device 

To access this page, click System Management > Reboot Device. 

 

Figure 2.29 System Management > Reboot Device. 

The following table describes the items in the previous figure. 

Item Description 

Reboot Click Reboot to reboot device. 

 

2.6.10 Apply Configuration 

To access this page, click System Management > Apply Configuration. 

 

Figure 2.30 System Management > Apply Configuration. 
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The following table describes the items in the previous figure. 

Item Description 

Apply Configuration Click Apply and Reboot to have configuration changes you have made to 

be saved across a system reboot. All changes submitted since the 

previous save or system reboot will be retained by the switch. 

 

2.7 Application Tools 

2.7.1 Custom Script 

To access this page, click Application Tools> Custom Script. 
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Figure 2.31 Application Tools> Custom Script. 

The following table describes the items in the previous figure. 

Item Description 

File Index of custom script. 

Description Description of this custom script. 

Edit Click Edit to edit custom script on Script Edit Box. 

Test Click Test to test custom script , result will show on Script Output Box. 

Startup Run custom script on system boot 

 

2.7.2 MQTT 

To access this page, click Application Tools> MQTT. 
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Figure 2.32 Application Tools> MQTT. 

The following table describes the items in the previous figure. 

Item Description 

MQTT Broker  

Broker Click to enable or disable the MQTT Broker. 

Broker Port Enter the port number of the MQTT Broke. 

MQTT Bridge   

Bridge Click to enable or disable the MQTT Bridge. 

Bridge Port Enter the port number of the MQTT Bridge server. 

Bridge TLS Click to enable or disable the TLS for MQTT Bridge server. 

Try Private Click to enable or disable the Try Private. 

If Try Private is set to enabled, the bridge will attempt to indicate to the 

remote broker that it is a bridge not an ordinary client. If successful, this 

means that loop detection will be more effective and that retained 

messages will be propagated correctly. Not all brokers support this 
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feature so it may be necessary to set Try Private to false if your bridge 

does not connect properly. 

Bridge Address Enter the IP address or URL of the MQTT Bridge server. 

Bridge User Enter the string to define a username for MQTT Bridge server. 

Bridge Password Enter the string to define a password for MQTT Bridge server. 

Bridge Client ID Enter the string to define a MQTT Client ID for MQTT Bridge session. 

CA Certificate Click Choose File to browse and select a CA certificate. 

Certificate Click Choose File to browse and select a certificate. 

Key Click Choose File to browse and select a file containing a designated 

private key. 

 

2.7.2 Node-RED 

2.7.2.1 Settings 

To access this page, click Application Tools> Node-RED >Setting. 

 
Figure 2.33 Application Tools> Node-RED >Setting. 

The following table describes the items in the previous figure. 

Item Description 

Node-RED Click Go To Service to redirect Node-RED WEB  

Port Enter the port number of the Node-RED. 

Remote Access Click to enable or disable the Node-RED access from WAN side. 

Node-RED Control Click to enable or disable the Node-RED. 

Restore Flows Click Choose File to browse and select a Node-RED Flows file. 

Restore Archive Click Restore Archive to upload Node-RED Flows file to Node-RED 

service. 

Export Flows Click Export Archive to download Node-RED Flows file. 
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2.7.2.1 Library 

To access this page, click Application Tools> Node-RED >Library. 

 

Figure 2.34 Application Tools> Node-RED > Library. 

The following table describes the items in the previous figure. 

Item Description 

Import Nodes Click Choose File to browse and select a nodes file. 

Import Archive Click Import Archive to upload nodes library to Node-RED service. 

Export Nodes Click Export Archive to download nodes library. 

Delete Delete selected nodes library. 

Select All Select all imported nodes library. 

 

2.7 Diagnostics Tools 

To access this page, click Diagnostics Tools. 
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Figure 2.35 Diagnostics Tools. 

The following table describes the items in the previous figure. 

Item Description 

IP Address or 

Hostname 

Enter the IP address or hostname of a device on the network to execute 

a ping test.  

Click Ping to initiate and display the ping result for the device. 

IP Address or 

Hostname 

Enter the IP address or hostname of the host to initiate a trace route 

from the switch to the defined host.  

Click Traceroute to initiate and display the trace results. 

Results Displays the results of the Ping or Traceroute test. 

 

2.8 IPK Management 

To access this page, click IPK Mangement. 

 

Figure 2.36 IPK Mangement. 

The following table describes the items in the previous figure. 

Item Description 

Import IPK Click Choose File to browse and select a IPK file. 

Import Archive Click Import Archive to upload IPK. 

Export IPK Click Export Archive to IPK. 

Delete Delete selected IPK. 

Select All Select all imported IPK. 

 

 

 


